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The Health Insurance Portability and Accountability Act (HIPAA) Privacy Rules do not provide a private right to sue. This means that individuals who believe that their privacy rights have been violated cannot file a lawsuit under HIPAA.

While the HIPAA Privacy Rules do not provide a private right to sue, an individual may have other legal remedies, including:

· Employee Retirement Income Security Act (ERISA) remedies when a plan has failed to follow provisions within its plan documents

· Breach of contract remedies

· Violation of state privacy laws

· Professional sanctions (for example, sanctions on accountants, attorneys and physicians)
Additionally, a person may file a complaint with the Department of Health and Human Services’ Office of Civil Rights (OCR) to allege a violation of the HIPAA Privacy Rules. The complaint must generally be filed within 180 days of the date the person knew (or should have known) of the HIPAA violation. OCR may waive the 180-day time limit for good cause. 

OCR has the authority to investigate complaints and conduct compliance reviews. If it is determined that a covered entity (i.e., a health plan, a health care clearinghouse and certain health care providers) has violated the HIPAA Privacy Rules, it may be subject to civil and criminal sanctions. 

In addition, HIPAA authorizes state attorneys general to bring civil actions for violations of HIPAA Privacy Rules to protect the interests of their residents.
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Can individuals sue under the HIPPA Privacy Rules if their privacy rights are violated?
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